MIHICTEPCTBO OCBITHU I HAYKHU YKPAIHU

np. [lepemorw, 10, m. Kuis, 01135, ten. (044) 481-32-21, daxc (044) 481-47-96
E-mail: mon@mon.gov.ua, kox €APIIOY 38621185

KepiBHUKaM ITiIMPUEMCTB, YCTAHOB Ta
opraHizallii, 1o Hajaexarhb 10 chepu
ynpasiiaass MOH

[Ipo 3ab6e3neueHns kibepOesnekn YKpaiHu

Ha BukonanHsa nopyueHHs KaOinery MinictpiB VYkpainu Big 28.11.2022
Ne 31360/1/1-22 po nucra T'onoBHOkOMaHayBaua 30poiiHux Cun YkpaiHu Bij
10.11.2022 Ne 300/1/C/4888 naacuinaeMo AJid BpaxyBaHHS Ta BAKOPUCTaHHS B poOOTi
BKa31BKM OpraHaMm Jep>KaBHOI BJaJAu Ta 00’ €KTaM KPUTUYHOI 1HPpAaCTpyKTypu Ha
JEOKYNOBAaHUX TEPUTOPISIX IIOAO0 BIAHOBIEHHSA (PYHKIIOHYBaHHS 1H(OpMalIiHO-
KOMYHIKaIlIMHUX CHUCTEM Ta CHUCTEM KIOep3aXHCTy 3 ypaxXyBaHHSIM HEOOX1JHOCTI
3HWKEHHS PU3MKIB HETaTUBHOTO BIUIMBY BIJ MPOTPAMHUX MPOJYKTIB, y T.4.
IIKIJJIMBOTO MPOTrpaMHOro 3a0e3MeyeHHs, BCTAHOBJICHUX OKYIALIHHOIO BJIAJ00, 110
JI0JJAI0THCA.

Jlomatok: 3rajiane Ha 4 apk.

[Tepmmii 3actynauk MinicTpa Anppiit BITPEHKO

Karepuna Cympyn
+380685748948
katerynasuprun@gmail.com

MOH Ne 1/14699-22 sig 01.12.2022

Mignucas: BitpeHko AHgpin OnekcaHgposuy
Ceptudpikat: 58E2D9E7F900307B04000000FF902F003095A500
HincHun: 3 07.07.2022 13:04:50 no 07.07.2024 13:04:50
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MIHICTEPCTBO OBOPOHU VKPAIHU
rOJIOBHOKOMAHAYBAY 35POMHHUX CHUJI YKPAIHU

Hositpodnoresknii npocnekt, 6, M. Kuis, 03168, Tesn.: (044) 234-71-52 daxkc: (044) 226-20-15
E-mail: kabmin_doci@mil.gov.ua Koa sriano 3 €APIIOY 24966552

BIA™ 7 20 p. Ne Ha Ne ;75 20 p.

[Tpem’ep-minicTpy Ykpainu
Henucy IIIMHUT AJIIO

IITanosuuit nane [pem’ep-minicTpe!

BigmoBigHo jno 3akony VYkpaism “IIpo ocHOBHI 3acaam 3abe3medyeHHS
KibepbOesnexku Ykpainu” FeHepanLHHﬁ mrad 36p0171HHx Cun YkpaiHu BOpoBaJKye B
YMOBaX HaA3BHYaHOTO 1 BOEHHOIO CTaHy 3axojad i3 3abe3meueHHs KlﬁCpBaXHCTy
KpUTHYHOI 1H(OpMaLIHHOI 1H(bpaCpr1<TypH BOKIMBUX OO0’€KTIB, fAKI MarOTh
3ara/lbHOJICPKABHE 3HAYCHHS, B TOMY YMCII LUIIXOM 3IiHCHEHHS 1H(bopMaumH0-
AHATITHYHOT JIsJIHHOCTI.

B xoml BHKOHAaHHS BHINE3a3HAYCHOrO 3aBJaHHA | €HEpaIbHHM mTaGOM
30poitnux Cun y B3aeMopii 3 NpeACTABHUKAMH IHOIMX CKJIAJOBHX CHJI OBOPOHH
po3pobneni BxasiBku opraHam gep:kaBHOI BaagM Ta 00’€KTaM KPHTHYHOI
iH(pacTPyKTypH Ha JEOKYNOBAHMX TEPUTOPIAX IIOAO BiAHOBIEHHS (yHKIIOHYBAHHS
iH(popMaiIHHO-KOMYHIKANIfHUX CHCTEM Ta CHCTEM KiOEpP3axWCTy, 3 YpaXyBaHHIM
HEOOXITHOCTI 3HMKEHHsI PH3HKIB HErATHBHOTO BIUTHBY Bijl IPOrPAMHMX HPOAYKTIB, Y
TOMY YHCJIl IIKLUIMBOTO MPOTPaMHOr0 3a0e3MeueHHs, BCTAHOBICHUX OKYMALiiHO0
BJIAJI00.

Bpaxosyroun Bumorn crareit 3 1 17 3akoHy Ykpainu “IIpo npasoBuii pexum
BOECHHOI'O CTaHy Ta 3 METOI 3a0e3NnedeHHs CTanoro (yHKUIOHYBAHHS 3a3HAYEHHX
BHIE JCpKaBHUX 1HQOPMAIIfHUX pecypciB, 1H(OpMAaiiHO-KOMYHIKaiHHIX
cucreMm, mpomty Bac HajatH NOpydYeHHs KepIBHMKAM IIEHTPAIbHHX Ta MICIEBUX
OpraHiB BUKOHAaBYOi BIIaJIM, a TAKOX MIANPHEMCTB, YCTAHOB Ta OpraHisamii, pobory
akux crnpamoBye Kabiner MinicTpiB Ykpainu Ta/ab0 BiAmoBiHi OPraHd BUKOHABYO]
BJIAJH, II0JI0 JOBEAEHHS BIAIOBIAHUX BKa31BOK, 10 JOAAIOTHC.

2z, ; ; ;
JlopaTok: 3ragaHe 3a TEKCTOM, HA “— apK., BIAKPHTA 1H(GOpPMAIIis.
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BkaziBku opranam Aep:kaBHOI BJla/in Ta 00’ €KTaM KPUTUIHOI IHYPACTPYKTYpH
(mam — OKI) Ha 1e0KyNOBaHHX TEPUTOPIAX HIOAO BiTHOBJIEHHS (PyHKIIOHYBAHHSA
ipopmManiiino-komyHikauiinux cucrem (mam — IKC) Ta cuctem kibepsaxucry, 3

ypaxyBaHHAM HEOOX1THOCTI 3HUKEHHA PU3UKIB HETATHBHOT'O BIUTHBY Bij|

NPOTPaMHMUX NPOAYKTIB, Y T.4. IIKI[UTHBOTO MPOrPAMHOro 3a0€3MeYeHHs,

BCTAHOBIIEHWX OKYMAI[IMHOIO BJIAJ0IO

3 ypaxyBaHHAM 3HA9YHOi BIPOTiHOCTI peam3amii 3arpo3 BIPOBAKEHHS
OKYNalidHOW  BJIAafOld  NPOrPpaMHMX  3aKIaf0K 3  METOK  OTPUMAaHHA
HECAHKI[IOHOBAHOrO AOCTYNMy J0 iHpopManii, sKy oOpobIoITE JepKaBHi
iHdopmaniiHi pecypcd abo iHopMaiii 3 0OMEKEHMM [OCTYHOM, BHMOTra OO
3aXMCTY KOl BCTAHOBJICHA 3aKOHOM, LI0 MOXKE TPHBECTH IO MOPYIICHHA iX
KOH(IACHIIHHOCTI, MUIICHOCTI, JOCTYIHOCTI a60 BTPaTH, NPONOHYETHCA HACTYIIHE.

I"apanTiio BIACYTHOCTI TaKUX NMPOrPAMHHMX 3aKJIaI0K MOMUTHBO JOCATHYTH JIMLIE
3HUILCHHAM Ta IIOBTOPHUM BCTAHOBIEHHAM BCHOTO TporpaMHoro 3adesneuenns [KC.

Jlia IKC, mo mManu BIpOBAa/KEHY KOMIUIEKCHY CHCTEMY 3aXuCTy iHdopMarii
(mam - KC3I) mocratHpo 3AIACHHTH IIOBTOPHE BCTAHOBJICHHS IPOTPAMHOTO
sabesneuenna IKC 3 pesepsuux komiii (abo orpumara y  odimiiinoro
PO3pOoOHMKA/IOCTAYaNBHAKA) TA MPOBECTH MOr0 HAJAINTYBAHHA Y BIiANOBIAHOCTI A0
NpoekTHOI Ta ekcrutyarauiinoi aoxkymentamii KC3I IKC. Artecrar BignoBigHOCTI
KC3I 3a Takux yMOB He BTpa4ae CBO€i .

B pasi 3HumenHa npoekxtHoi Ta exkciuryatamiinoi goxymenranii KC3I IKC Ta
HaABHOCTI AHAIOTIYHHX 32 CKJIAZOM Ta CTPYyKTyporo mpamporoumx IKC B iHmmx
perionax Ykpainu, MOxIHBO npoBectd BigHoseHHa KC3I 3a ix 10KyMeHTaLI€Io.

Hna IKC saxi Oynm mpusHadeHi jist oOpoOkm iHdopMmarii, M0 CTaHOBHTH
JACPKaBHY TAEMHHUIO, B 00OB’SA3KOBOMY MOPAAKY, HEOOXIIHO IPOBECTH IMOBHHUM
KOMILIEKC POOIT 3 MOOYIOBH KOMIUIEKCY TEXHIYHOTO 3aXHCTy IH(pOpMaii Bii BUTOKY
TEXHIYHUMH KaHATaMH.

B iHmomy BMmajgky, HEOOXiZHO MPOBOJAMTH TMOBHHM LUK pobGiT 3 MoOymoBH
KC3I y BiamoBigHOCTI 10 BUMOr HOPMATHBHO-NIPABOBMX aKTiB y c(epi 3axucTy
iH(OpMAIlii.

Takoxk, HeoOXiZHO 3a3HAYWTH, 1[I0 3HAYHA  KUIBKICTH  JAEPKABHHX
iHopMaliiHuX cHCTEM, y TOMY dYHCIi NyOJIYHHX Ta JEPKABHMX EIECKTPOHHHX
peecTpiB MalOTh po3poOIieHI Ta OiHEHI OPraHi3amiiHO-TEXHIYHI PIMIEHHI LI0H0
MAKIIOUEHHA A0 HUX pOOOYHX MICIh KOPHCTYBAYiB 3 BUKOHAHHAM BMMOI' CTOCOBHO
3axucTy indopmanii. Ix BIpoBamkeHHSs HAJACTH 3MOTY B CTHCII TEPMiHM HAJaTH
JOCTYII KOPHCTYBa4y 3 JI€OKYIIOBaHUX TepuTopiit 1o nocnyr mux IKC.

KpimM Toro, BBa)kaeMo 3a JOLUILHE, MEPEN BiAHOBIEHHAM (QYHKI[IOHYBAHHS
IKC Ta cucrem kiGep3axucTy BUKOHATH HACTYITHI i

1. Bukonaru nepepipky [IEOM Ha HagaBHICTH IPOrpaMHHX IPOAYKTIB,
po3po0neHux cy0’€KTOM TOCMOMAPIOBAHHSA, OO0 SKOr0 3aCTOCOBYHOTHCS CHEIUaIbHI
€KOHOMIYHI Ta 1HII 0OMEXyBaIbHI 3aX0AM (CaHKIIIT).
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2. TlepeBipuTH HasBHICTL Ta OHOBJIEHHS AHTHBIPYCHOrO MPOrPaMHOrO
3abe3neuenna Ha [IEOM.

3. BnpoBanuTh pe3epBHe komnitoBaH#Hs iH(popmaniinux pecypceis Ha [IEOM.

4. IlepeBipuTd HAfABHICTH BHXIAHOTO Tpadiky, mo Moxe OyTH CIPHYMHEHHI
HIKIAJIMBUM IPOTpaMHAM 3a0€3MEUCHHSIM Ta IPOBECTH MEPEBIPKY YCIX KOMIIOHEHTIB
IKC Ha HafBHICTh CTOPOHHIX MIAKIIOYEHh Ta BCTAHOBIEHOIO JOAATKOBOIO
oOnagHaHHA.

5. BuKOpMCTOBYBaTH BHKITIOUHO JileH3ilfiHe mporpamHe 3a0e3IedeHHs,
CHUCTEMATHUYHO 3I1ACHIOBATH HOTO OHOBJICHHS.

6. 3niiicHuTH TepeBipKy 00’extiB 1H(POPMAIIMHOI MIAIBHOCTI HAa HAABHICTh
anapaTHUX 3aKJIaJHUX IPUCTPOIB.

ITig yac nepesipku IKC Ha HasBHICTH 3arp0o3 MPONOHYEMO 3aCTOCYBATH MiXil
«HyJIb0BOI 10BIpH (ZeroTrust)», B came:

1 ITaponi  OOMIKOBMX  3amuCiB Ui KOPHCTYBauiB  (BKIIIOUHTH
aaMIHICTPATOPIB Ta KOPHCTYBAuiB, Iig AKAM 3IHCHIOETHCA  aBTOPHU3ALIsA
HpPOrpaMHOro 3abe3neyeHHs), fAKlI 3HAXOAWINCh HAa OKYMOBAHIH TEPHTOPIi MAarOTh
Oytu 3mineHi (HaBiTh Akmo sapo IKC Ha okymoBaHiil TepuTOpii HE 3HAXOAMIOCH). 3
€0 METOI0 BBAXAEMO 32 JONUIbHE 3a0J0KyBaTH OOJIKOBI 3aMMCH  ILMX
KODHCTYBAuiB 13 MOJAIBIINM iX MiAKTFOUEHHAM JIMIIE 33 YMOBH 3MIHH MapoiIio 3
BH3HAUEHUMH BUMOTAMH A0 HOTO CKJIaAHOCTI.

2 Yei enementn IKC marorh OyTM TOBHICTIO TIEPEBIPEHHI LIIAXOM
NOBHOTO CKaHyBaHHs (6€3 3aCTOCYBaHHS BHKITIOUEHB Mijl 4aC HOro IpoBeAeHH:) i3
BUKOPHCTAHHS aHTUBIPYCHOT'O NPOrpaMHOro 3abe3neueHHs, i SKOr0 3MIACHIOETHCS
PEryJIAipHE OHOBJIEHHS Yy BIANOBIAHOCTI JIO IOJOXKEHb Hakasy AamiHicrparii
Hepxcnenss’ a3ky Big 26.03.2007 Ne 45,

9. Y pasi dikcanii mMKIAIMBOrO MNPOrpaMHOro 3abesnedyeHHs 3acobamu
AHTHBIPYCHOTO TPOrpaMHOro 3afe3nedeHHs ab0 HasBHOCTI 3alUCIB Y CHCTEMHHX
)KypHanax, peectpax (BKIIIOYAIOUM MeEpekeBe OOJajHaHHA), PO BCTAHOBJICHHA
(MozmdiKaL(ii0) MPOrpaMHOro 3abe3neueH s, BXOAH KOPUCTYBaUiB B CUCTEMY ITiJl 4ac
OKynauli 9¥ BUJAJECHHS 3aMKiCiB JKYPHATIIB 33 el mepioj Yacy (HaBiTh, AKIIO BOHH
BHJAIUINCH aBTOMATHYHOTO) HEOOXITHO:

- BLIKITFOUMTH 00JIa/IHAHHA BiJ MEPEXKI nepeadl JaHHUX,

-3po0uTH paMm omnepatHBHOI Ta mocTiiHOi mam’ati [TEOM 3 wMeromwo
HNOJAJIbLIOTO TOCIIJDKEHHA (PaxiBLsaMH 3 HHGPOBOI KPUMIHATICTHKH,

- 301icHUTH (POPMATYBAHHS MOPCTKHX JTHCKIB;

- IPOBECTH TIOBTOPHY IHCTAJIAINI0 CHCTEMHOTO Ta MPHKJIAMHOIO IPOrPaMHOrO
3abe3neyeHHs 13 BUKOPUCTaHHAM Oekamis (y BHIAAKY, AKIIO BOHH OyJIH CTBOPEHI [0
MOYaTKy OKymnaiii) abo 1HCTAIAIHHNX MaKeTIB, HAAaHHX KOMIIAHIEK-PO3POOHHKOM,
BPaXOBYIOUYH HEOOX1IHICTh 3MIHM MAPOJIIB.

Y pa3l dikcamii MKIATHBOrO NpOrpamMHOro 3abesmedeHHs 3acobaMu
aHTUBIPYCHOTO mporpamHoro 3abesneuenss — HET AMHO indopmysaTh:

CERT-UA Ha enexkTpoHHy azpecy: cert@cert.gov.ua;3a tenegonom: (044)-
281-88-05/(044)-281-88-25 abo 3a JIOIIOMOT OO dopmu Ha
caiiti https://cert.gov.ua/contact-us uepe3 odiuifiHy CTOPIHKY KOMaHAH Ha
Facebook: https://www.facebook.com/UACERT;
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Henaprament kibepmosninii HamionansHoi mosimii YKkpainu Ha €ICKTPOHHY
aapecy: incident@cyberpolice.gov.una;

4. Curyauiiinuii neHTp 3abesneucnHs kiGepbesnexu Crmyx6u Oesnexu
Ykpainu Ha enexTponHy azapecy: incident@dis.gov.ua; 3a Tenedonom: (093)-348-
23-34.

Takox pexomeHayeMO KepiBHHWKam opraHiB aepkaBnoi Baagu ta OKI na
JEOKYTIOBAaHUX TEPHUTOPIAX:

1. BeraHnoBuTH KOMIIEKTH oOnagHaHHa migcucremu 360py Tenemetpii IKC
Kibep3axmcTy JepikaBHUX iHpOpManiiHUX pecypcis, skuii 3a6e3meduye MPOBENCHHS
1inon060BOr0 MOHITOPHHTY, aHAI3y Ta NepPefadi TeleMeTpHUHOI iH(popManii mpo
KiOepIHIMASHTH Ta Kibeparaku, ki BinOymucs abo BiAOyBalOTHCA,

2. 3apeectpypatu ¢axiBiB cmyx0 3axucry ycTaHoB Ha matgopMax s
aHasisy Ta pO3NOBCIOMKeHHs iHdopmauii nmpo kibepsarposu «MISP CERT-UApy,
«MISP-UA», nns onepaTHBHOro pearyBaHHs Ha KiOEpiHIMIECHTH.

Tumuacoso BUKOHYIOUHI 000B’ A3KH
HavajbHHKA " 'omoBHOrO '
paﬂioeneKTpOHHOi' Ta

TIOJIKOBHHK Isaun ITABJIEHKO




